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OPC Unified Architecture

o=

= OPC UA defines standard services used to interact with an
information model on a remote server

TCP/IP-based protocol (extension to TSN underway)

XML over HTTP (SOAP)
= Every service is defined as a request/response message pair
= Message responses are asynchronous

Slide from J. Pfrommer, Fraunhofer IOSB /

Z Fraunhofer

TSN and Pub/Sub
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Until now, OPC U, s had its ( bD he it comes to complex processes with real-time requirements. This is why lhe OPC
Foundation s worki ng 2 exp gvn e OPC U mmm unication standard real-t mocapa o, The frs
publisher-subscriber m odu b/Sb) x s utlization of the standard for time-sensitive networking u(EEESO?}

https: //WWW .br-automation.com/en-
us/technologi
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Where can the Asset Administration Shells be installed? Lifecycle Documentation
7ty hORSTIEHR
. v D =]
pecification
= Asset Administrations Shells are a piece of * Specification of a Ilfecycle model to desct Td\ t 7 /( j U /r C ) l/
software that can be either Devi lifecycle events within et
« installed on the device (asset) Access to AAS evice '| ﬁ $Eo) E IE
orifth . . o Deliverable ns
. a ;,:,:;;f::;; n;::::sﬁ::w‘g;t‘: iI: = Example implementation that shows how to R
y manage lifecycle events within AAS. *  Information of AAS are provided by properties and
a managing device, e.g., a controller, server Distributed g Y their comesponding statements [EC61360
Controller that carries Asset
%23&037 1 D /r corresponding . :vs::;‘ ;::’ Mi there are properties that are l
Asset Administration Shells . the Asset m
7‘3— f PLC — o ~ Withthe type of the asset
a icess to AAS | X1 Firstrun failure replacement shutdown restart mai  The administiation shel tsel £ @
N A = The semantics of properties is defined in
dictionaries (eci@ss, CDD etc.)
RWTHAACHEN —_—r IRERRY o s = New properties can be defined in a temporary user  Property Value Statement
defined repository in a standardized way (IEC
61360)
How many AAS for the same Asset do exist? More than one AAS: Nesting, Stacking + Raferencing Io wking reposkories Wi un t \_< /T/I’ / 7

identifiers, ie., URI, ISO-29002-5, proprieta

|E-| L“/ ?t \y l\ (: i‘j‘ L/ sell for the same asset * Nesting: Communication with nested AAS is only mlw% e ELH
TEHMA>RIR prisbinti sty fhrouah the encapsuiaing shel = Slides from openAAS by

— « Stacking: Each Shell is still addressable from outside U. Epple / F. Palm
(3:@ D D % ? (Analogous to hierarchal process control: Each device is !
H reachable in manual mode, even if it is managed by a higher RWTH Aachen
hierarchy)
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Process Equipment ...
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DDS uses the concept of Global Data Space. In this Space we define
topics of data, and the publishers publish samples of these topics. DDS

distributes these samples to all the subscribers of those topics. Any node
can be a publisher or a subscriber. (Adapter
(Optional) Agent
.. k >
B —_—
Global Data Space 2kt | ) ——§ ﬁ
=

L ‘q] DeVice £ Windovis Azure

Z|
Participant

) o

Participant

Cloud UA_Read
BOOL__| Execute Done | _BOOL
DWORD_| ConnectionHdl Busy | _BOOL
DWORD_| NodeHd! Eror|_BOOL
$ e P ro Si ma TIME__| Timeout ErroriD | DWORD
ST_UANodeAdditionalinfo__| NodeAddInfo
OPC UA server ANY_|Variable ) Variable| ANY
Historic data
MASSIVE DEPLOYMENTS IN DEFENCE & AEROSPAGE e 2
BOOL_|Execute Done| _BOOL
DWORD_| GonnectionHdi Busy [ BOOL
DWORD_| MethodHd| Error | BOOL MES
TIME_| Timeout ErroriD [ DWORD
ANY_linputArquments___ __InputArguments|  ANY
ANY_|OutputArguments. _ OutputArguments | ANY

Factory Floor ' ' 2
EthercAT~ i%‘ﬁ%!

Unmanned Ak Vehicles. Aeraspace Applications.

Al Traffic Con¥rol & Management
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The criteria have consciously been kept extremely
simple and we do not have plans to provide certifica-
tion. They can be used free of charge and every com-
pany has free access to the specifications.

Figure 2: Product criteria for Industrie 4.0

/ Industrie 4.0 Full

Target: standards, norms and research, > 5 years Next steps

ZVEI will examine the criteria for all three categories
annually and revise them if necessary. At this time,
the criteria will be adapted to the current conditions
and developments. This will make it easy to take new

Industrie 4.0 Ready
Target: manufacturers, < 5 years

Definition of

full Industrie 4.0 RVLEEIERUE IS

properties imum properties 3 3

incl. strategic that products must Industrie 4.0 Basic developments into account. Industrie 4.0 Basic will
g P Target: customers, today . . .

outlook have in order to ! increasingly move towards Industrie 4.0 Ready over

participate in
the Industrie 4.0
network?

Which products are currently
well prepared for Industrie 4.0?

the next few years. Thus, in the future, Industrie 4.0
Ready will describe the common requirements for an
Industrie 4.0 product. Industrie 4.0 Full describes the
maximum characteristics for Industrie 4.0 products.

AU

Source: ZVEI

>

An initial publication of the criteria is planned for

What are the benefits of

Industrie 4.0 product criteria?

The product criteria provide an initial cross-manufac-
turer, general, and manufacturer-independent orien-
tation and information regarding what is particularly

November 2016, meaning a first orientation will be

available for 2017. In 20i7, we will perform the first

check so that the first update can be published in
November 2017.
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® "Welche Kriterien mussen Industrie-

4.0-Produkte erfullen?”
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(X710, VIV IR)
Virtual description
Industrie 4.0 services and states

Asset Admin Shell / Industrie 4.0 Semantics
|

—DODILEEE
Functional
|

Information

Asset

e.g. Machine * Industrie 4.0 communication
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Identification
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Integration
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Security
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Table 1: 2017 Product characteristics for the criteria for Industrie-4.0 products

Criterion Requirements L|E 2017 product properties

Cross-maker identification with unique identifier (ID) | 1| | for 1) Material number ™!(electronically) as to

on the product, electronically readable 150290025 *lor URI
hdegéiﬁc?tion in:t for 2) Serial number or unique ID

2) L V'et?pmgnod cl for 3) Maker + Serial number or unique ID

3) So?'s ch ) uMIOE i I | M| Electronically readable by 2) and 3), physical
A Ngt(\jvsérkemce' arketing products by 2D code or RFID

for 4) identification participant via IP network /’

Transfer of data and data files of the product’ Taple 2: Criteria and product characterlstlcs in further course

1.| Identification

5 | Industrie 4.0 design or simulation, product data in standar¢ :
o . ) . . l id. < 3 X < 3
Communication Product reachable via network, supplies and | Criterion Reswrernent.s - L|E Mid.term < 5 years E Long-term < 10 years
data, plug&produce over industrie-4.0 compli gm;ga('l‘g; identificalion with “"'q”e| T ml As2017 M| As2017
- on the product, electronically readable; ; . ;
As 2017, but also further wireless As with mid-term, but also indoor and
1.| 1dentification |dentification in: identification (e.g. NFC) possible outdgor localisation and further
1) Development ™ M possible
L:Lifecycle where T:Type and I:Instance, %; é‘;?;i"?ési’gg“hﬁﬂeﬁn Detod icanificaton te ard
) g 9 dereferencing of further identifiers
E:Coverage where M:Mandatory, 4) Network (e.g. GS1) possible
O:Optional, (use-Case-dependent possibly Mandatory )
N:Not relevant Transfer of data and data files of the As 2017, but admin shells and their Wie bei mittelfristig
’ product for e.g. layout or simulation, | T|M| data can be communicated digitally | M
Product data in standardised form
Industrie-4.0 » . As with mid-term, but communication
2.| communication product data are accessible in As 2017, but additionally basic can use expanded communication
standardised form, supplies and takes i m services implemented in Industrie 4.0 0| standards, e.g. OPC-UA, DDS,
over data, plug & produce via MQTT, TSN, 5G, Bluetooth etc.)
Industrie 4.0 compliant services Flexible net topologies
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Fig. 7: Examples for Partial Models for the Scenario

Hypothetical Production Planning and Control System
(MES)

Fig. 1: Possible partial models of an admin shell

I 140 compliant communication

IEC TR 62794 & .
IEC 62832 Digital Factory Admin shell, exemplary
|150 29005 oder URI Unique ID Identifikation

Admin shell, Admin shell,

Station 3

|IEC 61784 Fieldbus Profiles Chapter 2

(Ethernet-echtzeitfahig) Communication

IEC 61360/1S013584 Standard data elem.
IEC 61987 Data structures and elements

| Miling |
.|
ecl@ss Database with product classes m
IIEC 61804 EDDL, IEC 62453 FDT m
EN ISO 13849 — .|
EN/IEC 61508 Functional safety discrete Palnhng
EN/IEC 61511 Functional safety process
EN/IEC 62061 Safety of machinery c Mounting
P

| 1EC 62443 Network and system security Energieeffizienz . Inspecting |
IEC 62890 Lifecycle = q
[ Condition Monitoring Validation
|1s0/1EC 20140-5 F

| vOMA 24582 Condition Monitoring

Source: ZVEI

¢ Partial model (BIEFIL) (E47 Soure: 211
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